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DRM in the “News” SEVELGM

Creative Commaons Deed

@ http: f/creativecommens.org/licenses /by-sa/2.0/ =(Q~ Google

Creative Commons ™

This page is available in the following languages:
Gwarapciu Catald Dansk Deutsch Enalish English (CA) Enalish (GB] Castellano Castellano (AR} Espafiol (CL
Spanish (MX) Euskara Suomeksi francals francais (CA) Galego nnaw hrvatski Magyar Italiano HAEE fH0f
Melayu Nederlands polski Portugués svenska sloveniéina EE (&R

@creative
commons

COMMONS D EED

Attribution-ShareAlike 2.0
You are free:

® to copy, distribute, display, and perform the work
» to make derivative works
® to make commercial use of the work

Under the following conditions:

Attribution. You must attribute the work in the manner specified by
the author or licensor.

Share Alike. If you alter, transform, or build upon this work, you may
distribute the resulting work only under a license identical to this one.

 For any reuse or distribution, you must make clear to others the license terms of
this work.

® Any of these conditions can be waived if you get permission from the copyright
holder.

Your fair use and other rights are in no way affected by the above.
This is @ human-readable summary of the Legal Code (the full license).
Disclaimer O

Learn how to distribute vour work using this license

A new version of this license is available. You should use it for new works, and you may want to
relicense existing works under it. No works are automatically put under the new license, however.
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Aspects of DRM SEVELGM

technical legal economical
- standards - copyright law - costs
- architecture - patent law - investment
- integration - competition regul. - time
- interoperability - data privacy law - benefits
- scalability / - "BGB" / trade law - risks
extensibility
- liability - business proces.
- portability
- trademark law - business models
- migration
- "Grundgesetz" - market /
competition

- intern. regulations
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(&) .. Definition® SEVECSM

=) Commonly understood as methods for
controlling (enforcing) and administering rights
to digital intellectual property.

=| Concerns contracts (licenses) in general and
any security policy for accessing information
(general access control)

=) DRM is more than just copy protection

DRM

/ tracing

encryption
conditional
access
copy control
identification
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@ Purpose and properties SEVELCGM

=| Identification / Authentication
=| Integrity and Authenticity of the content

a| Protection and Authorization => Access Control,
Usage Control

=| Persistence

=| Description (Meta-Data)

=| Digital Evidence

=| Span the whole value chain
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(&) Principle SEVECEM
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(&) DRM Technology SEVECEM

=| Digital Policy Management
= ldentification

= Rights Expression Languages
= Rights Administration

=| Digital Policy Enforcement

= Preventive Measures
= Conditional Access, Copy Protection Mechanisms
= Usage Control

= Deterring Measures
= digital watermarking, fingerprinting, etc.
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(=) DRM market SEVECEM
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@ Products and ,,standards* SEVECEM

| DTCP (Digital Transmission Content Protection), CPRM (Content Protection for
Recordable Media) defined by the ,5C* (Intel, Matsushita, Sony, Toshiba, Hitachi),

H DCP (High-Bandwidth Digital Content Protection) defined bey Intel

QuickTime™ and a
TIFF (LZW) decompressor
are needed to see this picture.

m Apple Fairplay Source: Intel
= | Microsoft Windows Media DRM 10

=| OMA DRM

= | Real Helix

«| MPEG 21
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=\ Applications SEVELGM

=| Digital Media
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=\ Applications SEVELGM

a| Software/data download/activation

DAIMLERCHRYSLER i
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software

data
malware

SW download
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@ DRM status SEVELGM

=| Lots of isolated applications
=| No interoperability
=) No common standards

=| Legal background differentin D, F, ... , EU,
U.S.A., RoW

=| Missing customer/consumer acceptance

=| Multiple disciplines involved (economical, legal,
technical aspects)
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@ Conclusion SEVELGM

=| DRM offers a possibility to securely transmit
data to a vehicle and to control the usage of
this data

=| Digital Media is not in the scope of SEVECOM

a| Software/data download/activation is an
important application in SEVECOM

=| Concepts based on DRM shouldbe
investigated § & |
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